
There appear to be no strangers on Facebook. Every relationship
that Facebook facilitates is purportedly based on a “real life” con-
nection (Kirkpatrick, 2006). Facebook users communicate with
“Friends” 1 with whom they have lived, dated, worked, and stud-
ied. This is why seven million Canadians have chosen to trust
Facebook with a lot of personal information, including our name,
birthday, sexual orientation, contact information, school, job, pic-
tures, personal messages, and so forth. Youth in particular
choose sites like Facebook to “hang out” with Friends (Boyd,
2007). But how well does Facebook model “real life” connections?
And how well does Facebook protect the privacy of its users?
This is what we, a team of law students, sought to find out as
part of our internship with the Canadian Internet Policy and
Public Interest Clinic (CIPPIC).2

As a commercial operation with a huge Canadian user base,
Facebook has a responsibility to comply with Canadian privacy
law. Our research exposed what we believe are twenty-two sepa-
rate violations by Facebook of the Personal Information Protection
and Electronic Documents Act (PIPEDA). We lodged a complaint
detailing these violations with the Privacy Commissioner of
Canada. 3 At the core of our complaint are three principles:
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• Facebook should be open with its users about its use of
their personal information;

• Facebook should obtain express permission to share its
users’ personal information; and

• Facebook should limit the personal information that it
shares to what is necessary.

I will examine these briefly and then discuss their broader
implications.

Facebook should be more open about its uses of personal infor-
mation to allow users to make informed decisions. On its wel-
come page, Facebook presents itself as “a social utility that con-
nects you with the people around you.” However, Facebook is also
connecting users to third party advertisers and application
developers. Facebook generates huge revenues by allowing
advertisers to search users by sex, location, age, relationship sta-
tus, political views, education status, workplace, and keywords to
serve them precisely targeted ads. Facebook only mentions its
advertising activities briefly in its Privacy Policy. This is not suf-
ficient notice to users. I doubt that most users expect that adver-
tisers will have this much access to their information.

Facebook must also live up to its promise of giving a high level
of control to users. On its welcome page, Facebook advertises
itself as a tool “to control privacy online.” But how much control
are users really given? When users first register for Facebook,
they are not directed to adjust their privacy settings. Instead,
Facebook makes default choices for their users — the default
being to share their personal information with their Friends and
Networks. This means that a thirteen year old who joins the
Toronto Network will automatically be broadcasting their inti-
mate details to all others in the Network. To opt out of these
default settings, users must take action themselves to find the
settings and change them. Further, Facebook takes away some
choices from users completely. For example, users cannot opt out
of sharing their information with advertisers who deliver tar-
geted ads to their Profiles. Facebook also makes it very difficult
for users to delete their accounts. Under Facebook’s account set-
tings, users may choose to “deactivate” their accounts, but not to
delete them. Facebook is retaining the information of users who
have deactivated their accounts for an undisclosed period of
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time. To delete accounts completely, users must email Facebook.
It should be much easier to delete an account.

Further, Facebook is not limiting the personal information
that it shares to that which is necessary to operate its service.
The most extreme instance of this occurs with third party appli-
cation developers. Users
can add applications, like
horoscopes or slideshows,
developed by third parties
to their Facebook Profile.
To add these applications,
users must agree to allow
the application “to know who I am and access my information.”
There is no limitation on the personal information that is dis-
closed to applications. Furthermore, these application developers
also have access to all the personal information of users’ Friends.
This excess sharing is noted only briefly in the Facebook Privacy
Policy. This means that a user’s choice not to add applications is
irrelevant if his or her Friends have added applications. What
makes this more concerning is that Facebook has stated in its
Terms of Use that “Third Party Applications are not investigat-
ed, monitored or checked for accuracy, appropriateness, or com-
pleteness by us, and we are not responsible for any Third Party
Sites accessed through the Site or any Third Party Applications,
Software or Content posted on, available through or installed
from the Site, including […] privacy practices or other policies.”
Rogue third party application developers could easily exploit
personal information for fraudulent purposes (Williams, 2007).

So what are the implications of these practices? Do we not
appreciate that our social networking Profiles are open to the
public? I would argue that we do not. We join Facebook, because
our Friends — not strangers — are there. Facebook encourages
this behaviour by representing itself as a safe place to meet
Friends. When I joined Facebook, I gave it permission to share
my personal information within certain parameters. For exam-
ple, I certainly did not give permission for Facebook to share my
information with third party applications that my Friends had
added. We should be able to have social Profiles that are only
accessible by our Friends. Social networking sites like Facebook
have the technology to create protected communities in cyber-
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space. Canadians, including young Canadians, should be able to
develop relationships in cyberspace.

There is no protected community yet. Facebook is sharing our
information expansively, beyond our Friends. When we commu-
nicate with Friends on Facebook, we leave behind an evidentiary
record. Unless we manually delete our information off Facebook,
it remains on there indefinitely. Facebook and other social net-
working sites have become a resource for cyberstalkers (Poulsen,
2007) and identity thieves (Michaels, 2007; York, 2006). They
have also rendered our reputations more vulnerable. Our inti-
mate information can be unwittingly leaked to our detriment —
to our employers (CBS, 2006) and teachers (Brown, 2008).

Social networking sites know a lot about us, but we know very
little about them. We should incorporate the issues around social
networking websites into our education system. Educators should
teach us about privacy protection. Privacy is integral to maturity
— we need a safe space to grow into ourselves. It is important for
us to be able to recognize when a space is not safe — when there
are unwanted listeners. It is also important for us know that we
have rights: we cannot be bound by illegal terms of service. We
should be taught to challenge the questionable practices of these
online social networking sites. As customers of these commercial
websites, we have a voice. We can complain to the privacy officers
of sites like Facebook or to the Privacy Commissioner of Canada.4

CIPPIC’s complaint about Facebook has caught the attention
of the media, academics, and most importantly, Facebook users.
Canadians are talking about the implications of online social
networking. The Privacy Commissioner will report her findings
and recommendations within one year. We hope that Facebook
will comply. Regardless, this conversation is not over. We are
moving towards a larger discourse on the privacy concerns with
social networking sites.

* * *

Lisa Feinberg is in her second year of a joint Bachelor of Law and
Masters in the International Affairs Program held by the
University of Ottawa and the Norman Paterson School of
International Affairs. She is interning at the Canadian Internet
Policy and Public Interest Clinic (CIPPIC) in Ottawa.
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ENDNOTES
1 The capitalization of words like Friends, Profile, Terms of Use, and
Privacy Policy reflect the use and meaning of these terms in the Facebook
context.
2 The Canadian Internet Policy and Public Interest Clinic (CIPPIC) was
established in fall of 2003 at the University of Ottawa, Faculty of Law,
Common Law Section. CIPPIC seeks to ensure balance in policy and law-
making processes on issues that arise as a result of new technologies. Law
students work with clinic counsel on projects and cases involving the
intersection of law, technology and the public interest. (www.cippic.ca)
3 To view the entire complaint, please visit
http://www.cippic.ca/uploads/CIPPICFacebookComplaint_29May08.pdf
4 For more information on how to file a privacy complaint, see Instructions
on the website of the Privacy Commissioner of Canada:
http://www.privcom.gc.ca/i_i/index_e.asp.
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